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ORCA CLOUD SECURITY PLATFORM

Orca is Delivering
the Platform of the Future

Orca identifies, prioritizes, and remediates risks and compliance
issues in workloads, configurations, and identities across your
cloud estate spanning AWS, Azure, Google Cloud, Kubernetes,
Alibaba Cloud, and Oracle Cloud. Orca offers the industry’s most
comprehensive cloud security solution in a single platform
—eliminating the need to deploy and maintain multiple

point solutions.

The Orca Cloud Security Platform unifies security across your
organization, combining critical pre-deployment capabilities
(AppSec) with runtime security (CNAPP) that offers a fully
integrated, lightweight sensor.
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ORCA CLOUD SECURITY PLATFORM

Integrated Runtime Security
for Advanced CDR

Orca provides advanced Cloud Detection and Response
(CDR) that combines the power of agentless CDR with fully
integrated, lightweight runtime protection for your sensitive
workloads.

With Orca, you can leverage prioritized alerts that cover all
CDR use cases, fully contextualize forensic findings, and
streamline remediation.

The Orca Platform also integrates with your entire security
stack, ingesting cloud logs from AWS GuardDuty, Azure
Defender for Cloud, GCP Security Command Center, while
also supporting deep integrations with SIEM, SOAR, and
other security tools.
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ORCA CLOUD SECURITY PLATFORM
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Orca’s Unified Data Model
contextualizes all your data sources to
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+ Detect and prioritize risks

unify the intelligence collected from cloud

Cloud Events & Ty %
Audit Logs % + Consolidate and workloads, configurations, identities, and
remediate security issues

much more.
CI/CD Scans B O Y e P UNIFIED
DATA )
MODEL + Prevent attacks This powerful approach enables Orca to
Network Probing - @G build a graph-based map of your cloud
N + Monitor compliance estate, giving you complet.e ws@hty |r.1to
Authentication ® 3¢ G your cloud assets and their relationships.
The map surfaces truly critical security
Agents & > +  Elevate company issues and their root causes, enablin
Sgnsors 0 ¢ N 1) security posture > 9
you to make measurable improvements
to your cloud security posture while
Threat Intelligence 2] @ e K o Y yp

avoiding alert fatigue.
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Jemonade

kE Orca is without a doubt the most important
cloud security product we've got. It's hard to
overstate the importance of having a
digestible source of information that
doesn’t overwhelm you or inspire loathing.”

JONATHAN JAFFE,
CHIEF INFORMATION SECURITY OFFICER



Orca Cloud Security Platform

Key Capabilities

CORE CLOUD SECURITY ADVANCED SECURITY PLATFORM FEATURES TECHNICAL SUPPORT

Cloud Security Posture Management
(CSPM)

Cloud Detection and Response (CDR)

Multi-Cloud Compliance

Application Security (AppSec)

Role-Based Access Control (RBAC)

Standard Support Level

Kubernetes Security Posture
Management (KSPM)

API Security

Single Sign-On (SS0O)

Support Service Upgrade (Elite)3

Cloud Workload Protection
Platform (CWPP)

Data Security (DSPM)

Business Unit Support

Al-Security (AlI-SPM)

Integrations (such as Jira,
ServiceNow, Slack)

Vulnerability Management

Cloud Infrastructure Entitlement
Management (CIEM)

Reporting

Scheduled Reports

Early Access to Beta Features

DEPLOYMENT MODE

SAAS

In-account or Private
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Cloud Security
s T s ot s v e o I Posture Management
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A Alert Categories Asset % orca-securityfshiftieft/shiftieft (2 Labels shiftiftioc shifteftiocplatiom Terroform +2
B | e (CSPM)
"8 O o Access control
P——
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& MSSQL Server public network access should be disabled
O © Best practices y .
N reco et rour oo Orca’s Cloud Security Posture Management
G @ D Dotaatrisk
o A % orca-security/shiftleft/... & 2024 Sep 04 A ™ . )
e : ’ (CSPM) solution continuously checks for
O & Data protection n
@ Souceie e o misconfigurations, ensures multi-cloud
@ @ & IAMmisconfigurations & terraform/azure/mssqlt.. e 1 Link

compliance, and goes beyond traditional solutions
to combine CSPM with CWPP, CIEM, CDR, DSPM,
0 [B] Mollcous actity A or-secunn st - and more from one unified platform.

elmssqlif115 >

©0 @ W Lateral movement

% @ 8 Loggingand monitoring ¢

8 & Malware €

& Orca’s CSPM capabilities leverage 2,500+
configuration controls across 10+ categories and
automatically checks configurations & policies
against 185+ compliance frameworks.

@ 2 Neglected assets

8 S Network misconfigurations 1

TOP ALERT TYPES

B MSSQL Server Public Network Acce.

©  azurern_mssqlservernssqlé].public_network_access_enabled! should be defined and not null

default network access rule for Stor.

a
@ Ec2instance with public IPv4 addre.

@
@ VPC allows automatic public IP ossi.
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Multi-Cloud
Compliance

Filters - 7 -

42% () 385
3 - s Orca’s Multi-Cloud Compliance capabilities
S 48, Q) 1syasn accelerate and automate your compliance efforts
across AWS, Azure, Google Cloud, Oracle Cloud,
e 3 and Alibaba Cloud.
) = Ao sk o Orca offers 185+ built-in and customizable
A e - compliance frameworks and CIS benchmarks, fast
= | Iy - I and flexible options for remediation, and
customizable and automated exporting/reporting
Q% ! = options.
o Cloeston . o 45% (\1 t:'."f""{. 3 ot G i ;, p
. 3..8?4'». O ¥ — = o
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Kubernetes Security
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) 0 © Kubernetes Access s
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The Orca Platform offers Kubernetes Security

AliCloud ACK Cluster

= Asset Infc H
G O AWSEKSCuster e Posture Management (KSPM) capabilities that
=) Azure AKS Cluster . . . .. .
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) K8s Self Managed Cluster . . .
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o Kubermets Conigurtions offers continuous compliance checks for CIS
Ed ] @ Kubemetes Network H H

. Cection Trne Comol Ul Link benchmarks, cloud service providers, STIG, and
©  Kubernetes Nodes ¥ 5 years ago Authentication © o 5 5, o
o Kubermetes Sorage e OWASP Kubernetes Top 10.

[ © Kubernetes Workloads 1

Region Worker Nodes Node Config © Related Compliance

Management and Gover... us-west1 © - 2GCP Compute VM In € Node Config 760

GCP Compute VM Insta.

B Network s
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Alerts ®TRAINING - DO NOT.

Alert Categories

| All Alert Types <

o
°

Best practices H

8 0 Dataatrisk

O & Data protection g
8 & 1AM misconfigurations ¢
8 & Lateral movement :

@ & | Logging and monitoring ¢

o
@

Malicious activity

L]
@

Malware €
8 2 Neglected assets

8 | Network misconfigurations 1
TOP ALERT TYPES
B MSSQL Server Publc Network Acce.
default network access rule for Stor
B Ec2 instance with public IPva addre.
@ VPC allows automatic public P assi
B EXS security group allows incoming.
8

MySQL Server Public Access Encbled

Malware <
Malware

7.7

Asset [0 DEVOPS-DVWA (2  Labels maiwore found confidencerhigh +1  MITRE execution: User Execution (T1204)

Overview  Score Breakdown  Remediation

Alert Info (orco-245069)

Insights  VirusTotal  Additional Information

Orca's scanning engine detected the file /homeftest2/sshiauthorized_keys 2 on AWS EC2 Instance

Vulnerabilt

DEVOPS-DVWA £ as malicious with a

high confidence score, matching the hash signature Trojan.Shell Agent . The file is known to VirusTotal and marked as malicious by

20 vendors outof 44 that scanned it. According to system records, the file was created 5 years ago, 2019 Dec 10 and was modified

5 years ago, 2019 Dec 10 . This alert is associated with 50 Attack Paths 2 . For more information about malware alerts confidence, please see.

Show more
Tickets Account Query Attack Path Created at

o A = gcme-production (50.. & InfectedFile with Malware & 50 = 2022 jun 21
Risk Findings &, Download Infected File
MD5 & Path © SHA-1O

042017a60040f3(f30806a01feb1dfda 1O

size ©

File Type ®

textiplain 10

Attack Path ©

/homeftest2/sshiauthorized_keys IO

SHA-256 O
084601446be540410004b1a8db4083773f046(7fe76f... ©

Access Time ©
2019 Dec 10

10e65132b036de51bcc62166b510e362¢11182af 10

Malware O
& TrojanShell AgentV ©

VirusTotal Detection ©
2

Cloud Workload
Protection Platform
(CWPP)

Orca’s Cloud Workload Protection Platform
(CWPP) solution provides full visibility into your
cloud workloads, covering VMs, containers,
Kubernetes clusters, and serverless functions.

The solution identities, prioritizes, and remediates
your critical risks, including known and unknown
malware.

Orca Cloud Security Platform Overview
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Cloud Detection & Response ® Last Update 2024 Aug 05,1200 Res po n se (C D R)

Orca Demo Orca

. Alerts, Vulnerabilities

&
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Q Alerts by Risk Level Assets with Suspicious Activity Alerts
g Orca’s Cloud Detection and Response (CDR)
° L (9% aZ A LY Bns Bl b [ B (3] i [B] i e .
® capabilities combine the power of agentless CDR
© ErerieGherTime ) with fully integrated, lightweight runtime security.
Number of events Top RISkS
% ‘ Orca combines 24x7 monitoring of cloud provider
e 7119  Exposed assets with suspicious activity . . . . .
- logs and threat intelligence feeds with insights
0 ‘ g6 Kbemees oo cvies rgnord om molcius P into existing risks to identify and prioritize
o ‘ potentially dangerous events that require
" 2000 2300 0200 0500 0800 1100 1400 1700 20:00 2300 0200 0500 09:00 ‘ 3 AWS console login events from malicious IP ) immediOte Gttention.

Most Active Actors
By number of events found

Orca also provides real-time visibility, detection,
investigation, and prevention for your critical
BIS United Kingdom of Great Britain and Northern Ireland 6 events
R a o workloads.

Events by Geolocation ©

8 i 389K

View Results By~ Events (521) Assets (10) Alerts (36)

& Action v | | Source v | Type v | | Cloud Provider:.. v | @ Add Filter @
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Actions ©

Application Security
(AppSec)

Orca delivers critical Application Security
(AppSec) capabilities to secure your applications
as you design and build them.

This includes comprehensive guardrail policies to
catch issues before production and Cloud-to-Dev
capabilities that trace cloud risks to their code
origins and remediate issues at their source.

Orca also enhances the developer experience
with two-way integrations with SCM and
ticketing systems, ensuring that they can access
security findings in their preferred tools and
workflows.

Orca Cloud Security Platform Overview

| 12



B ® &£ 0 b 8 @

® 0 U &

Identity & Access

A

1AM Policy Optimizer ©
Recommended remediation plans for maximizing PoLP adoption with fewest IAM policies changes

7,113 Unused Permissions current state @ Current State

. 7,113 Unused Permissions

o 7 Administrators

7,154 Granted Permissions
41 Used Permissions

Non-Human Identities © X
[ Active users only See All
Third Party Vendors

POLP Adop... © Curentlyfor s
How many identities adopted PoLP

Name Service Identities

S = 6 Fully Adopted

4 0 4 Partially Adopted

Y Orca Security
[« sk 88 Identities

fm CloudHealth 4 dentities
= 30 Not Adopted Cloud Security
Q =V 2 Identities
Utites

View Results By ~ Assets (11,088)  Alerts (1237)  Attack Paths (899)

Query e 2 Assets Fitters

Identities with Attack Paths © See All
Asset Attack Paths
[5) -admin-r. it
AWS IAMR.
g anika 138

AWS 1AM

4 e—

Identities with Anomaly Behavi... © See All

Asset Inventory Alerts

[© AwsReserv.. 4, Suspicious activity
AWS 1AM Ro. =) suspicious activity

© Epote | views [B]

S
o ®

Cloud Infrastructure
Entitlement
Management (CIEM)

Orca’s Cloud Infrastructure Entitlement
Management (CIEM) solution gives you full
visibility into all identities, roles, groups,
permissions, and policies deployed in your

cloud environment.

The solution prioritizes alerts for identity and
entitlement risks, supports multi-cloud
compliance, and optimizes IAM policies to
enforce the principle of least privilege (PoLP).

Orca Cloud Security Platform Overview
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API Security
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See All
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6 Alerts
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& o
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Alert

Al Security
(AI-SPM)

Orca’s Al Security (Al-SPM) capabilities enable
you to secure your Al cloud assets.

The feature identities 50+ Al models and
software packages, discovers sensitive data
stored in Al projects, and prioritizes and
remediates Al risks.
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(sisense

k€ Orca Security is unique in that it locates
vulnerabilities with precision and
delivers tangible, actionable results
—without having to sift through all of
the noise.”

AARON BROWN,
SENIOR CLOUD SECURITY ENGINEER
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About
Orca Security

Orca enables organizations to make cloud
security a strategic advantage. With the most
comprehensive coverage and visibility across
multi-cloud environments, the agentless-first
Orca Platform unites teams to eliminate
complexities, vulnerabilities and risks.

Backed by Temasek, CapitalG, ICONIQ Capital,
Redpoint Ventures and others, Orca is trusted
by hundreds of organizations, including SAP,
Gannett, Autodesk, Unity, Lemonade and
Digital Turbine.

To find out more, schedule a
personalized demo of the Orca platform.



https://orca.security/demo/
https://orca.security/demo/
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