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ORCA CLOUD SECURITY PLATFORM 

Orca is Delivering 
the Platform of the Future
Orca identifies, prioritizes, and remediates risks and compliance 
issues in workloads, configurations, and identities across your 
cloud estate spanning AWS, Azure, Google Cloud, Kubernetes, 
Alibaba Cloud, and Oracle Cloud. Orca offers the industry’s most 
comprehensive cloud security solution in a single platform
—eliminating the need to deploy and maintain multiple 
point solutions.

The Orca Cloud Security Platform unifies security across your 
organization, combining critical pre-deployment capabilities 
(AppSec) with runtime security (CNAPP) that offers a fully 
integrated, lightweight sensor.
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ORCA CLOUD SECURITY PLATFORM 

Integrated Runtime Security 
for Advanced CDR
Orca provides advanced Cloud Detection and Response 
(CDR) that combines the power of agentless CDR with fully 
integrated, lightweight runtime protection for your sensitive 
workloads. 

With Orca, you can leverage prioritized alerts that cover all 
CDR use cases, fully contextualize forensic findings, and 
streamline remediation.

The Orca Platform also integrates with your entire security 
stack, ingesting cloud logs from AWS GuardDuty, Azure 
Defender for Cloud, GCP Security Command Center, while 
also supporting deep integrations with SIEM, SOAR, and 
other security tools.
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DATA SOURCES

Cloud Control
Plane  

SideScanning

Cloud Events & 
Audit Logs

CI/CD Scans  

Network Probing 

Authentication

Agents & 
Sensors

Threat Intelligence

+ Detect and prioritize risks 

Security Outcomes:   

+ Consolidate and 
remediate security issues 

+ Prevent attacks 

+ Monitor compliance 

+ Elevate company 
security posture 

UNIFIED 
DATA 
MODEL

ORCA CLOUD SECURITY PLATFORM 

Unified 
Data Model
Orca’s Unified Data Model 
contextualizes all your data sources to 
unify the intelligence collected from cloud 
workloads, configurations, identities, and 
much more. 

This powerful approach enables Orca to 
build a graph-based map of your cloud 
estate, giving you complete visibility into 
your cloud assets and their relationships. 
The map surfaces truly critical security 
issues and their root causes, enabling 
you to make measurable improvements 
to your cloud security posture while 
avoiding alert fatigue.
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Orca is without a doubt the most important 
cloud security product we’ve got. It’s hard to 
overstate the importance of having a 
digestible source of information that 
doesn’t overwhelm you or inspire loathing.”

JONATHAN JAFFE, 
CHIEF INFORMATION SECURITY OFFICER

“



Orca Cloud Security Platform
Key Capabilities

CORE CLOUD SECURITY

Cloud Security Posture Management 
(CSPM)

Multi-Cloud Compliance

Kubernetes Security Posture 
Management (KSPM)

Cloud Workload Protection 
Platform (CWPP)

Vulnerability Management

Cloud Infrastructure Entitlement 
Management (CIEM)

ADVANCED SECURITY

Cloud Detection and Response (CDR)

Application Security (AppSec)

API Security 

Data Security (DSPM)

AI-Security (AI-SPM)

PLATFORM FEATURES

Role-Based Access Control (RBAC)

Single Sign-On (SSO)

Business Unit Support 

Integrations (such as Jira, 
ServiceNow, Slack) 

Reporting 

Scheduled Reports 

Early Access to Beta Features

DEPLOYMENT MODE

SAAS

In-account or Private

TECHNICAL SUPPORT

Standard Support Level

Support Service Upgrade (Elite)3
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1
Cloud Security 
Posture Management 
(CSPM)

Orca’s Cloud Security Posture Management 
(CSPM) solution continuously checks for 
misconfigurations, ensures multi-cloud 
compliance, and goes beyond traditional solutions 
to combine CSPM with CWPP, CIEM, CDR, DSPM, 
and more from one unified platform. 

Orca’s CSPM capabilities leverage 2,500+ 
configuration controls across 10+ categories and 
automatically checks configurations & policies 
against 185+ compliance frameworks.
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2
Multi-Cloud 
Compliance 

Orca’s Multi-Cloud Compliance capabilities 
accelerate and automate your compliance efforts 
across AWS, Azure, Google Cloud, Oracle Cloud, 
and Alibaba Cloud.  

Orca offers 185+ built-in and customizable 
compliance frameworks and CIS benchmarks, fast 
and flexible options for remediation, and 
customizable and automated exporting/reporting 
options. 
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3
Kubernetes Security 
Posture Management 
(KSPM) 

The Orca Platform offers Kubernetes Security 
Posture Management (KSPM) capabilities that 
provide full visibility into and across clusters.  

The feature detects and prioritizes risks, and 
offers continuous compliance checks for CIS 
benchmarks, cloud service providers, STIG, and 
OWASP Kubernetes Top 10. 
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4
Cloud Workload 
Protection Platform 
(CWPP) 

Orca’s Cloud Workload Protection Platform 
(CWPP) solution provides full visibility into your 
cloud workloads, covering VMs, containers, 
Kubernetes clusters, and serverless functions. 

The solution identities, prioritizes, and remediates 
your critical risks, including known and unknown 
malware.  



5
Vulnerability 
Management 

Orca’s Vulnerability Management capabilities 
leverage 20+ vulnerability data sources to 
discover and prioritize vulnerabilities across your 
entire cloud estate.

The solution goes beyond CVSS scores to analyze 
and prioritize vulnerabilities holistically using a 
comprehensive set of  risk- and asset-based 
factors. It also enables you to streamline 
remediation with AI-driven and assisted options.
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6
Cloud Detection and 
Response (CDR)  

Orca’s Cloud Detection and Response (CDR) 
capabilities combine the power of agentless CDR 
with fully integrated, lightweight runtime security.  

Orca combines 24×7 monitoring of cloud provider 
logs and threat intelligence feeds with insights 
into existing risks to identify and prioritize 
potentially dangerous events that require 
immediate attention.  

Orca also provides real-time visibility, detection, 
investigation, and prevention for your critical 
workloads. 
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7
Application Security 
(AppSec)  

Orca delivers critical Application Security 
(AppSec) capabilities to secure your applications 
as you design and build them.  

This includes comprehensive guardrail policies to 
catch issues before production and Cloud-to-Dev 
capabilities that trace cloud risks to their code 
origins and remediate issues at their source. 

Orca also enhances the developer experience 
with two-way integrations with SCM and 
ticketing systems, ensuring that they can access 
security findings in their preferred tools and 
workflows. 
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8
Cloud Infrastructure 
Entitlement 
Management (CIEM)  

Orca’s Cloud Infrastructure Entitlement 
Management (CIEM) solution gives you full 
visibility into all identities, roles, groups, 
permissions, and policies deployed in your 

cloud environment.  
The solution prioritizes alerts for identity and 
entitlement risks, supports multi-cloud 
compliance, and optimizes IAM policies to   
enforce the principle of least privilege (PoLP). 
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9
API Security  

Orca’s API Security capabilities continuously 
discover and inventory managed and unmanaged 
API assets, including applications, domains, 
subdomains, path groups, users, and API 
endpoints. 

The feature enables you to understand exposure 
and prioritize detection and remediation with 
context-based insights. Orca also continuously 
monitors API behavior and usage and alerts 
teams to potentially unwanted drift. 
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10
Data Security 
(DSPM)  

Orca’s Data Security (DSPM) capabilities enable 
you to discover and classify data in your cloud, 
including PII, PCI, PHI, financial information, SSH 
Keys, and more. I

t enables you to ensure continuous compliance 
with data privacy mandates and regulations, as 
well as detect suspicious activity and understand 
dangerous attack paths to reduce risk. 
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11
AI Security  
(AI-SPM) 

Orca’s AI Security (AI-SPM) capabilities enable 
you to secure your AI cloud assets.  

The feature identities 50+ AI models and 
software packages, discovers sensitive data 
stored in AI projects, and prioritizes and 
remediates AI risks. 
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Orca Security is unique in that it locates 
vulnerabilities with precision and 
delivers tangible, actionable results
—without having to sift through all of 
the noise.” 
AARON BROWN,  
SENIOR CLOUD SECURITY ENGINEER 

“



To find out more, schedule a 
personalized demo of the Orca platform. 

About 
Orca Security
Orca enables organizations to make cloud 
security a strategic advantage. With the most 
comprehensive coverage and visibility across 
multi-cloud environments, the agentless-first 
Orca Platform unites teams to eliminate 
complexities, vulnerabilities and risks. 

Backed by Temasek, CapitalG, ICONIQ Capital, 
Redpoint Ventures and others, Orca is trusted 
by hundreds of organizations, including SAP, 
Gannett, Autodesk, Unity, Lemonade and 
Digital Turbine.

https://orca.security/demo/
https://orca.security/demo/
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