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Research methodology

451 Voice of the Enterprise Briefings, Inquiries, Research

Quarterly Insights: 100s of hours
— Budgets & Outlook — Enterprise IT
— Workloads & Key Projects — Service providers
— Organizational Dynamics — Security vendors
— Vendor Evaluations — Finance professionals

Additional Surveys: Qualitative research
— DevOps (2H 2019, 1H 2020) Independent
— Coronavirus Flash Surveys

= Mar 2020, June 2020, Oct 2020
@Research*
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COVID-19,
Digital Transformation,
Security




Even faced with COVID-19, security investments continue

Q. Some organizations have seen IT initiatives accelerated or delayed as a result of the coronavirus (COVID-19) outbreak. For each of
the following types of technology initiatives, please indicate how they were affected at your organization, if at all.

0%
Shift to digital delivery of customer experience K¥4 28% 38%
o s T T T e e e o __________—— - -1iv —————— |
New information security tools/practices E¥ 29% 46% I
e e e e e e e e e e e e m = = — — T R R R R R O R RO, 40— — — — — - !
Automation of business processes E¥/ 24% 49% |
2%
Overall digital transformation initiatives & 21% 41%
2% 1%
Migration of workloads to cloud 20% 48%
2% 1%
Adopting cloud-native software development practices 16% 42%
1% 1%
Data analytics projects 1% 50%
1% 1%
Adopting open source software I
1% 1%
loT projects |l 30% I

m Newly introduced m Accelerated m Continuing on original timeline = Delayed mCanceled = Notin plan

Base: All respondents (n=356-368)
Source: 451 Research’s Voice of the Enterprise: Digital Pulse, Coronavirus Flash Survey June 2020
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IT Is on a journey

Digital transformation is real for over 90%

— Nearly 50% executing
— The rest in planning/evaluating

Aiming for larger strategic role (~60%)

Copyright © 2020 S&P Global Market Intelligence.
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In which of the following IT categories, if any, is your organization currently
facing an acute skills shortage? Please select all that apply.

Cloud platform expertise

I I
! I
I I
: Cloud-native functions/tools :
I I
I I
I

Machine learning/artificial intelligen
achine learning/artificial intelligence ® 2020 (n=465)

Data science/data analytics = 2019 (n=807)

Business intelligence/data visualization
Application development
Data compliance/governance

Base: All respondents (n=465)
Source: 451 Research’s Voice of the Enterprise: Digital Pulse, Organizational Dynamics 2020

@ Research
Now a Part of Copyright © 2020 S&P Global Market Intelligence.

S&P Global Market Intelligence Permission to reprint or distribute any content from this presentation requires the prior written approval of S&P Global Market Intelligence. 8



Adoption Patterns




Deployment Location for Workloads/Applications

Saa$S

laaS
Hosted

2/3

The future looks...cloudy tosted private cioud

On-premises private cloud

On-premises

1/3

On-premises ‘traditional’ IT

2020 2022

(n=500) (n=495)

Q. Thinking about all of your organization’s workloads/applications, where are the majority of these currently deployed?

Q. And thinking about all of your organization’s workloads/applications, where will the majority of these be deployed two years from now?
Base: All respondents

Source: 451 Research’s Voice of the Enterprise: Digital Pulse, Workloads & Key Projects 2020
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More nuanced view of modernization destination

Q. Which of the following best describes your organization's approach to mission-critical legacy applications
and workloads going forward?

Modernize. Retain existing applications on-premises but move to more
modern application and infrastructure architectures.

Refactor and shift. Re-architect/redesign existing applications using
cloud-native frameworks and deploy in off-premises cloud environments.

Lift and shift. Migrate existing on-premises applications to
off-premises/cloud environments with minimal changes to the application
code or business logic.

Repurchase and shift. Replace current on-premises applications with
SaaS or off-premises hosted versions of the applications.

Retain. Keep current applications unchanged on existing
on-premises infrastructure.

Base: All respondents (n=496)
Source: 451 Research’s Voice of the Enterprise: Digital Pulse, Workloads & Key Projects 2019 & 2020
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AWS and Azure dominate the primary public cloud role, with
Google Cloud in a complementary role

» Multicloud approaches to using public cloud are common,
but the role of primary vendor is concentrated with
AWS and Microsoft Azure (nearly 90% of public cloud
customers identify one of the two as primary).

* AWS holds slight leads over Azure in both usage and
primary vendor role. However, it has significantly larger
leads in both categories among businesses with the
greatest rates of public cloud spend, which helps
account for its more dominant share of revenue.

* Google Cloud, though rarely cited as primary vendor, is in
use by nearly a third of customers.

» IBM and Oracle fill more specialized roles among the large
vendors. Both see higher usage among top spenders.

* The multi-vendor preference leaves room for alternative
clouds, such as Rackspace’s cloud,
Digital Ocean and others.

Q. Which of the following vendors is your organization currently using for laaS/PaaS public cloud? Please select all that apply.

Q. Which of the following vendors do you consider your primary vendor of laaS/PaaS public cloud?
Base: Selected one or more laaS/Paa$S vendors (n=272)
Source: 451 Research’s Voice of the Enterprise: Cloud, Hosting & Managed Services, Vendor Evaluations 2019
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The Impact on Security




What are your organization’s top three information security pain
points? Please select up to three.

User behavior 22%
Cloud security 17%
Visibility across the full IT architecture 17%
Phishing 17%

Compliance related costs/requirements 15%

Lack of budget 14%
Vulnerability remediation

Endpoint security

Base: All respondents (n=442)
Source: 451 Research's Voice of the Enterprise: Information Security, Workloads and Key Projects 2020
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How would you best describe your organization's policy toward
usage of hosted cloud computing solutions (hosted private cloud,
laaS or PaaS) today?

Hosted cloud solutions can be used for any application including high-risk,

o
mission-critical applications 40%

Hosted cloud solutions are limited to lower-risk, non-mission-critical applications 33%

We don't have a policy toward hosted cloud computing solutions 15%

We do not use hosted cloud computing solutions

Base: All respondents (n= 464)
Source: 451 Research's Voice of the Enterprise: Information Security, Budgets and Outlook 2020
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Researc

Now a Part of

S&P Glob

What is the most likely way you
would find out that your hosted
cloud solution had been breached?

Our security monitoring infrastructure as

o
applied to the cloud would tell us 48%

Our cloud provider would tell us 38%

Third parties (e.g., a credit processing
company, the FBI)
would tell us

11%

Other (please specify)

Base: Uses hosted cloud computing architectures (n=352)
Source: 451 Research's Voice of the Enterprise: Information Security, Budgets and Outlook 2020
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Shared responsibility model in context Provider
Cloud laa$S (*) Cloud PaaS Cloud SaaS

Overall Security Accountability

o
lﬂ\ Identities and Access (IAM) — Application and Cloud

Always Customer Data Governance — Security, Privacy

Security Monitoring and Response

Application/Service Business Logic Security

K-I-I Application Framework and Services Security
Varies

Operating System Security

Virtualization Layer

@% Compute/Storage
Always Provider Network Connectivity

Physical/Environmental

(*) - Most deployments, except for ‘bare metal’ and similar offerings
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Cloud remains current significant gap for infosec

Skillsets inadequately addressed at organization today

Digital forensics/incident response

Machine or deep learning

Application security/coding

m 2019 (n=462)

Security architecture - ® 2020 (n=415)

DevOps e

o
loT security 28% oo
(1]

Penetration testing 33%

N N

e e

o~ W o~
-—

28%

Q. And which skillsets are inadequately addressed at your organization today? Please select all that apply.
Base: All respondents
Source: 451 Research's Voice of the Enterprise: Information Security, Organizational Dynamics 2019 and 2020
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How are you handling the
demand for cloud expertise?




Infosec is concerned with runaway cloud usage
Q. What are the top potential issues with hosted cloud solutions (hosted private cloud, laaS or PaaS)? Please select
up to 3.

I Loss of control of sensitive data l
| Auditability (e.g., the ability to validate security controls as needed)
: Compliance-related issues
_D_at_a Fes:id_e;c; (;.g_ .,_wﬁe?e_th_e ;cTugI aaTa_re_si(;e; 5e;g;a5hi_ca_llg) _ _____
Shared/divided infrastructure responsibility
Cloud provider lock-in

Access control/authorization of cloud-based services

Insider threat at the cloud provider
User monitoring

Security tools don't work in the cloud
Other (please specify)

Base: All respondents (n=199)
Source: 451 Research’s Voice of the Enterprise: Information Security, Budgets & Outlook 2020
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What concerns you most about
adoption of cloud services?




The incredibly distributed nature of DevOps

Q. Which of these statements is most accurate regarding DevOps process at your organization?

DevOps processes are managed within different business units, but the
organization is aware of them

All DevOps processes are centrally managed by the organization

Some DevOps processes occur without the organization's awareness

Base: All respondents (n=476)
Source: 451 Research’s Voice of the Enterprise: DevOps, 2H 2019
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How do you work alongside
your cloud engineering team?




Security comes from experience

32%

Evidence of Security Improvements Over Time

None 1-9% 10-19% 20-29% 30-39% 40-49% 50-59% 60-69% 70-79% 80-89% 90-99% 100%
(0%)

m Total (n=170) m DevOps for 5+ years (n=25)

Q. Approximately what percentage of your DevOps workflow implementations include security elements?
Base: Organization uses DevOps at some level, abbreviated fielding (Note: Base sizes below n=30 should be interpreted anecdotally)
Source: 451 Research’s Voice of the Enterprise: DevOps, Workloads & Key Projects 2020

Research’

Now a Part of

—_— Copyright © 2020 S&P Global Market Intelligence.
S&P Global Market Intelligence Permission to reprint or distribute any content from this presentation requires the prior written approval of S&P Global Market Intelligence. 26



What have been
interesting learnings
that you want to share?




What is your organization's adoption status for the following
technologies? Please select one for each technology.

Full adoption across 100% of IT organization S —GE ——————— 2,

Some adoption at team level, but not by all applicable IT teams T T ETTTT T 277

In discovery/proof of concept T EE———— 167

13% m Containers

Plan to trial in next 12 months  —S—————— 177 = Kubernetes

I 5% m Serverless

Plan to trial in next 24 Months  E—— 2% Service Mesh

Considering but no current plan to implement  E—— —— 7

IS 5%
. . I 11
Not in-use/not in plan  p— o,
W 1%
B 1%
Base: All respondents (n=499-529) Other ] 0%0
Source: 451 Research’s Voice of the Enterprise: DevOps, 2H 2019
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What’s next for you in
terms of cloud adoption?
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SECURITY AND COMPLIANCE
FOR AWS, AZURE, AND GCP

® Workload-deep
® Context-aware
® 100% coverage
® No agents
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EVOLUTION orca

OF SECURITY
VISIBILITY

Rz 8
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AGENTS A N ‘
Reside on the Host o\/;

Full visibility to OS,
Apps and Data

Look for rogue activity



EVOLUTION
OF SECURITY
VISIBILITY

DATA CENTER

©

AGENTS SCANNERS
Reside on the Host Reside on the Network
Full visibility to OS, Scan applications like

Apps and Data an adversary
Look for rogue activity Look for improper response
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EVOLUTION
OF SECURITY
VISIBILITY

CLOUD

o

AGENTS SCANNERS
Reside on the Host Reside on the Network
Full visibility to OS, Scan applications like

Apps and Data an adversary
Look for rogue activity Look for improper response

CSPM

Reside in the Cloud

Examine Cloud
metadata

Look for deviations and
misconfigurations

Rrca
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HOWEVER, IN REALITY

AGENTS
DO NOT SCALE

On average less than 50%
Xl of cloud assets are covered
by host security solutions

Virtually impossible to
deploy everywhere

Requires DevOps cooperation

orca

security

OVERLOAD OF
SECURITY ALERTS

For every 100 assets there

are on average 10,000

vulnerabilities detected

Multiple tools working in silos

Prioritization is difficult



INTRODUCING OUR PATENT-PENDING

SIDESCANNING™

orca

security
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COMPLETE CONTEXT
COVERAGE AWARE

Entire estate covered

Automatically de-prioritize
within minutes

99.9% of the alerts



HOW?

Eliminate the need for Agents,
Scanners and CSPM

Collect data directly from

Workload runtime block storage

Cloud metadata

Gain immediate understanding of
entire estate security deficiencies
and their relative importance

CANNER

orca

security




COMPLETE SECURITY °FeS

N : AN
Misconfigurations ('/ ) Vulnerabilities
Web server using weak OS, Packages and libraries Customer data not properly
cipher set secured
S3 bucket open to the E.g. Vulnerable tomcat e-mail addresses, users
internet server lists, credit card data

N A
Full stack asset pa Compromised @ Lateral 0 \ Authentication
inventory Assets S Movement Risk £x:4)7 risks
Cloud native and workload Malware infection Insecure keys Weak and leaked
constructs credentials
Down to the application Unexpected changes Improper segmentation Overly privileged roles
version



SIDESCANNING™ BENEFITS

SEAMLESS

DELIVERY!

COMPLETE
VISIBILITY

IMMEDIATELY
ATTACHED

ZERO IMPACT

CONTEXT

TAMPER
PROOF

orca

» Sees exactly what the workload

Sees

» New workload automatically scanned
* No need for DevOps cooperation

* Read-Only access

» Scanning occurs on the Orca host

* No performance penalty

» No potential side effects to workload

* Risks are prioritized according to your environment

» Even if the workload is compromised, Orca is not

security




UNDERSTANDING

\

CLOUD METADATA
Logs
Policies
VPCs
Networking
IAM Roles

Security Groups

" Discover Cloud assets ~ Identify asset roles

Internet Facing

® 5 -

Load
Balancer

WEB Server

=

Client WEB Server

and trust
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SHARED STORAGE
BASED VMs

Running Services
Reverse Proxies
App Config
Firewall Config

Docker Config

 ldentifyrisk




UNDERSTANDING orca

security

AGENT APPROACH
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UNDERSTANDING
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SERVICE
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ORCA SECURITY
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Server 3

Server 4
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Internet-facing
Pl Exposure

Internal server
None
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CONTEXT BETTER IDENTIFY HIDDEN DATA
PRIORITIZATION BREACHES MISPLACEMENT
BENEFITS ..ec EXAMPLE EXAMPLE
A Host that’s connected Unexpected differences Over privileged IAM role
to the Internet is more at between clustered hosts found on a host, lateral
risk than those that can indicate a breach movement risk
aren’t

CONTEXT

MATTERS!
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THANK YOU!

Free trial demo at: orca.security
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